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E-Safety Policy 

The aim of this policy is to ensure that all pupils and staff are able to use IT in such a way as 

to minimise the risks of harm to themselves and others. The key value underlying this policy 

is responsibility: on individuals to behave with integrity; on staff to educate pupils in appropriate 

use of technology; and on the school leadership (including the governing body) to ensure that 

IT infrastructure is fit for purpose. 

Scope 

This guidance is applicable to all those involved in the provision of e-based education and 

resources at the School, and also those with access to or who are users of the School’s IT 

systems.   

The key guidance on which the school’s policy is Keeping Children Safe in Education 

(September 2021). Annex D of this guidance deals specifically with Online Safety: 

“The use of technology has become a significant component of many safeguarding issues. 

Child sexual exploitation; radicalisation; sexual predation: technology often provides the 

platform that facilitates harm. An effective approach to online safety empowers a school or 

college to protect and educate the whole school or college community in their use of 

technology and establishes mechanisms to identify, intervene in, and escalate any incident 

where appropriate. The breadth of issues classified within online safety is considerable, but 

can be categorised into four areas of risk: 

• content: being exposed to illegal, inappropriate or harmful content, for example: 

pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism, 

radicalisation and extremism. 

• contact: being subjected to harmful online interaction with other users; for example: 

peer to peer pressure, commercial advertising and adults posing as children or young 

adults with the intention to groom or exploit them for sexual, criminal, financial or other 

purposes.  

• conduct: personal online behaviour that increases the likelihood of, or causes, harm; 

for example, making, sending and receiving explicit images (e.g. consensual and non-

consensual sharing of nudes and semi-nudes and/or pornography, sharing other 

explicit images and online bullying; and 

• commerce: risks such as online gambling, inappropriate advertising, phishing and or 

financial scams. If you feel your pupils, students or staff are at risk, please report it to 

the Anti-Phishing Working Group (https://apwg.org/).  

 

 

 

 

https://apwg.org/


2 of 6 
 

Objectives of this policy 

• To ensure, as far as is reasonably possible, that pupils are appropriately supervised 

during school activities. 

 

• To promote responsible behaviour with regard to e-based activities, whether onsite or 

offsite. 

 

• To take account of legislative guidance, in particular the General Data Protection 

Regulations and the Data Protection Act 2018. 

 

• To ensure that children are advised on safe use of technology during periods when 

they are learning from home. 

Guidance 

The Headmaster will be responsible for the implementation of this policy and for the 

implementation of associated School policies such as the use of mobile technology by pupils 

on the school site.  

The  E-Safety Co-ordinator will: 

• compile logs of e-safety incidents 

• report to the Headmaster on recorded incidents, usually via the School’s Welfare 

Committee 

• ensure that staff are aware of this guidance 

• provide / arrange for staff training 

• liaise with the School’s IT Department 

• liaise with the Headmaster on any investigation and action in relation to e-incidents 

• advise on e-safety policy review and development 

• advise pupils and parents on the safe use of technology during periods when any 

children may be working from home or learning online, following relevant national 

guidance where applicable. 

The E-Safety Co-ordinator is currently Gareth Hart.  

The Director of IT will: 

• be responsible for the IT infrastructure and that it is not open to misuse or malicious 

attack 

• ensure that users may only access the networks and devices through an enforced 

password protection policy 

• keep up to date with e-safety technical information in order to carry out their role 



3 of 6 
 

• ensure that the use of the network (including internet, virtual learning, email and remote 

access) is monitored for misuse whilst avoiding “over-blocking that might limit pupils’ 

education 

• implement any agreed monitoring software / systems 

Teaching and Support Staff will: 

• maintain awareness of school e-safety policies and practices 

• report any suspected misuse or problem to the Headmaster or E-Safety Co-ordinator 

• ensure that all digital communications with pupils / parents / carers/ fellow staff are on 

a professional level and conducted on school systems, as outlined in the School’s Staff 

Code of Conduct 

• where relevant e-safety is recognised in teaching activities and curriculum delivery 

• ensure pupils understand the School’s e-safety policies, including the need to avoid 

plagiarism and uphold copyright regulations. This is achieved through pupils signing 

the School’s Acceptable Use Policy and also the Bring Your Own Device User 

Agreement Student Declaration as well as requiring all new First and Third Form pupils 

to complete the Online Safety Alliance (OSA) Certificate of Online Safety prior to using 

their School iPad 

• monitor the use of digital technologies (including mobile devices, cameras etc.) during 

school activities 

• ensure that where the use of the internet is pre-planned, pupils are guided to sites 

checked as suitable for their use and that processes are in place for dealing with any 

unsuitable material that is found in internet searches. 

Child Protection 

Those responsible should be trained in e-safety issues and aware of the implications that may 

arise from: 

• sharing of personal data 

• access to illegal / inappropriate materials 

• inappropriate contact on-line with adults / strangers 

• potential or actual incidents of grooming 

• cyber-bullying. 

This policy should be read in conjunction with the school’s Safeguarding (Child Protection 

Policy) with particular reference to Appendix 5 “What to do if you have an online 

concern”. 
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Pupils 

• are responsible for using school digital technology systems in accordance with the 

School’s Acceptable Use Policy and will sign that they have read and understood said 

policy 

• will understand and follow e-safety policies, including the need to avoid plagiarism and 

uphold copyright regulations 

• will understand the importance of reporting abuse, misuse or access to inappropriate 

materials and know how to do so 

• are expected to understand policies on the use of mobile devices and digital cameras, 

the taking / using of images and cyber-bullying 

• will understand that the e-safety policy will include actions outside of school where 

related to school activities 

• all new First and Third Form pupils must complete the Online Safety Alliance (OSA) 

Certificate of Online Safety prior to using their School iPad. Currently all pupils in Forms 

1-5 have completed this course. 

• Are expected to adhere to the School Rules on the use of mobile phones and also to 

demonstrate the School’s core values at all times, including when online. 

Parents / Carers 

• will be advised of e-safety policies through parents’ evenings, newsletters, letters, 

school website etc. 

• will be encouraged to support the school in the promotion of good e-safety practice 

• should follow school guidelines on: 

o digital and video images taken at school events, for example in the swimming 

pool 

o access to parents’ sections of the school website / pupil records  

o their children's / pupils’ personal devices in the school (where this is permitted). 

Community Users / Contractors 

• Where such groups have access to school networks (usually with a guest log in) or 

devices, they will be expected to provide signed acceptance to abide by school e-

safety policies and procedures. 
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Useful documents referred to in this policy: 

Acceptable Use Policy (AUP)  

https://reeds.fireflycloud.net/digital-teaching-and-learning/ipad/ipad-pupil-aup  

Bring Your Own Device (BYOD) Policy and Student Declaration 

https://reeds.fireflycloud.net/digital-teaching-and-learning/byod  

 

 

Legal Requirements & Education Standards 

References: 

A:  Commentary on the Regulatory Requirements September 2020, Part 3 (www.isi.net) 

B: Reference Guide to the key standards in each type of social care service inspected by 

Ofsted (www.ofsted.gov.uk) 

C: Health and Safety at Work” Section H of the ISBA Model Staff Handbook  

D: “Health and Safety and Welfare at Work” Chapter N of the ISBA Bursar’s Guide 

E: “Insurance” Chapter K of the Bursar’s Guide by HSBC Insurance Brokers Ltd 

F: UK Council for Child Internet Safety (www.edcuation.gov.uk/ukccis) 

G: Cyber-bullying.org (www.cyberbullying.org) 

H: Department for Education "Safer Working Practice for Adults who Work with Children and 

Young People" (www.education.gov.uk) 

I: DfE Data Protection: a toolkit for schools 

 

Compiled by: E-Safety Co-ordinator Revision Number: 2 (Summer Term 2021) 

Approved by: Welfare Committee Next Revision date: Summer Term 2022 
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